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THE FRICTION OF AGENTIC Al ON LEGACY PROTOCOLS

STATELESSNESS VS. CONTEXT \_ <

REST APIs lose conversational and workflow context

across distributed nodes. o / a IO
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SYNCHRONICITY LIMITS “ U THEamcHTECTSDILEMMA |

gRPC and HTTP/1.1 struggle with unpredictable, hour-long

LLM generation or streaming token delivery. > Distributed Al systems require agency—the

ability to plan, execute long-running tasks, N
stream reasoning, and securely cross tenant

boundaries without losing metadata context. -
IDENT"Y FRAGMENTATIUN Standard protocols were built for data fetching, V
Multi-tenant SaaS architectures require complex, custom not autonomous execution. y

JWT passing for every hop. e —
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Engineering teams juggle 5+ separate paradigms (REST, ’
WebSockets, Message Queues) to handle basic agentic tasks. S e N
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ENTER ANCP: AGENTIC NODE COMMUNICATION PROTOCOL

A unified, polyglot communication framework explicitly designed for building Al-driven
distributed systems. 100% strict-mode TypeScript and C# .NET 9.0 implementation.
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* LLM ORCHESTRATION

Native integration for Claude,
GPT-4, Gemini, and local

-
| UNIFIED MESSAGING »

Standardizes microservices, Al
systems, and workflow engines

onto a single, typed protocol. models.
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ENTERPRISE MULTIPLE AUTH MODES
MUL"'TENANCY Seamlessly handles JWT, API

Keys, and W3C-compliant
Decentralized IDs (DIDs).
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Built-in tenant isolation, audit trails,
- and payment tracking per payload.
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MESHSERVICE: CONSOLIDATING FIVE PARADIGMS INTO ONE

REST

(Data queries)

WebSocket

(Real-time events)

SSE

(Token streaming)

(Tool cmg; .Unified ANCP Protocol
- e Protocol-agnostic communication with
R Al i P . “multi-identity roles and native blockchain

' N B > e . MeshSerwc.e Eng.l L . address routing capabilities.
DIDComm W Sy 5 ‘ A polyglot, cloud-native service mesh
(Secure identity) v designed for workfiow orchestration.
’ . Zero sidecar required (<SMB footprint).
s p

KEY INSIGHT: MeshService abstracts transport layers entirely. Developers invoke capabilities via typed
payloads, and the AncpClient negotiates the optimal transport (HTTP, WebSocket, or SSE) automatically.




THE 3-LAYER AGENTIC ARCHITECTURE

Client (AncpClient)

- Fluent, strongly-typed API for
TypeScript and C#.

- Handles connection pooling, client-side
load balancing, and transport negotiation.
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Network (MeshService / Registry)

- Distributed service discovery layer.

- Handles addressing, routing, traffic
shaping, and circuit breaking.

- Federated registry with eventual
consistency.

Host (BaseNodeExecutor)

- The execution destination. Pluggable
workflow components.

- Maintains long-lived server runtimes
for document hosting, background
processing, or API serving.




THE ANATOMY OF AN AGENTIC ENVELOPE

IDENTITY

TenantId & Nodeld
enforce row-level isolation
and cryptographic proof.

INTENT

Message Pattern
instructs the host to Fire-and-
Forget, Reply, or Stream.

Takeaway: By embedding organizational identity and execution context directly into the transport |
envelope, ANCP eliminates the need for external session states or complex sidecar proxies.

CNCF CloudEvents Specification
Standardized event description base layer.

CORRELATION

Traceld automatically
propagates OpenTelemetry
tracing across the mesh.

e CONTEXT

Domain Metadata carries
conversation history or
workflow state.
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FOUR NATIVE MESSAGING PATTERNS

FIRE-AND-FORGET

Client

Network

— 202 Accepted
S (immediate)
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Node

Response:
202 Accepted (immediate).

Use Case:
Async notifications, audit logging,
background jobs.

REQUEST-REPLY

Client

| 200 OK

Network

| 200 OK
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Node

Response:
200 OK (synchronous).

Use Case:
Queries, simple Al reasoning
tasks, capability checks.

STREAMING (SSE)

Client
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Network

Chunked
=82 fzj text/event-
: stream
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Node

Response:
Chunked text/event-stream.

Use Case:
LLM token generation (100+
tokens/sec), real-time progress
updates.

TASK-START

Client

202 Accepted
+ { taskld }

Network

Poll / Status | | .
: ' Pending/

Complete

l O
D

Node

Response:
202 Accepted + { tasklid }.

Use Case:
Long-running jobs (hours/days),
multi-step workflow suspensions

(ApprovalNode).




DYNAMIC REGISTRY & CAPABILITY DISCOVERY

1. REGISTRATION

Node boots and registers its (tenantld, nodeld) and
typed capabilities with the distributed registry.

4. OFFLINE DETECTION

If 3 heartbeats (S0 seconds) are missed,
the node is pruned, triggering
automatic fallover mechanisms.

2. HEARTBEATS

Node pulses every 30 seconds
to confirm heaith.

3. TRAFFIC MANAGEMENT

Client-side endpoint caching (S-minute TTL) with
round-robin or weighted load balancing.
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KEY CONCEPT: NODES ARE INVOKED BY CAPABILITIES, NOT IP ADDRESSES. THE MESH DYNAMICALLY
ROUTES TASKS TO THE MOST OPTIMAL AVAILABLE AGENT POSSESSING THE REQUIRED SKILLS.
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ADVANCED ADDRESSING & ROUTING MODES

verified).

DID BlockchainAddress
NOdeI_D ResID +| W3C Decentralized q EVM address for
Standard direct | Resource-based 1 | |dentifier (cross-tenant ' | payment-gated
addressing. i resolution.
!

cryptographically | | | actions and royalty
distribution. A

N T
NodeGroupID I NodeGroupResID OperatelD

Load-balanced Resource targeting : Operator-level
cluster targeting. within a cluster. routing.

NodeGrouplD

Load-balanced
cluster targeting.

Direct
Raw URL fallback.
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The Advantage: Supports 8 simultaneous identity roles per node, allowing an agent to
act as a processor, a payment receiver, and an auditor concurrently.




THE Al ORCHESTRATION LOOP (NATIVE TOOL CALLING)

1. Prompt Initiation:

User or workflow submits a
complex reasoning task via ANCP.

5. Streaming Response: =" *
Results are fed back to the LLM, “ ~
and the final synthesis streams ‘ :

(via SSE) back to the ’

client interface.

2. LLM Reasoning:

Claude/GPT-4 processes the request
(utilizing up to 200K context window).

3. ANCP Tool Call (MCP):

The LLM determines it needs external
data. It executes an ANCP tool call
over the mesh to a specialized node
(e.g., Database Query).

4. Process Execution:
The Host Node executes the capability.

Insight: Agency isn't hardcoded; it's dynamically
negotiated over the mesh via capability discovery.




ENTERPRISE-GRADE SECURITY & ISOLATION

NI

LAYER 1: IDENTITY & AUTHENTICATION
Validates JWT, API Key, or W3C DID (Decentralized Identity).
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LAYER 2: RBAC (ROLE-BASED)

Validates Privilege Keys against the user’s role.
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LAYER 3: ABAC (SCOPE HIERARCHY)

ov et esibiiang . Enforces Tenant boundaries and scope
__ [from Global down to single ProcessElement).
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LAYER 4: NODE CAPABILITIES

Evaluates specific Read;WritefAdmin
wmi&sions on the destination node,
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NODE EXECUTOR
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QLCOMPLIANCE: Features 100% immutable audit logging, making the architecture inherently ready for HIPAA, SOC 2, and PCI-DSS environments. “




BUILT-IN CONTINUOUS OBSERVABILITY

Zero-code telemetry via OpenTelemetry natively baked into AncpClient and MeshService.

DISTRIBUTED TRACES
(GRAFANA TEMPO)

Traceld propagates
automatically across node
hops. Sub-millisecond
latency tracking.
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ﬁSTRIBUTED TRACES (GRAFANA TEMPO)
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| 2022-19-21718:45:13.3422 ]10F49] Tenantid; 1281561752858758259
| 2023:16-21718:45:12.3432 |InFE] Seass: 123

| 2623-19-27718;43:12 3432 |JoF0] Yeeantld; 123

| 2822.18-21710:48:12.3482 [10FS] Serserld: Woded

| 2623-18-27710:45:12.3432 |1AF1] Correlationtd: 769 ay%¥

| 2025418-27718:48:12.3422 [10F5| Reesoge: Precess succesefully evecuted.
| 2022-10-27710132;:12.3452 |i6FY] Teoantid: 135150682508 1600E0 stetus

| 262218-21710:45:12.3452 |i0FS] Stacs: 125

| 26823-18-27710:45:12,.345Z |19F3] Tenantld: 123

| 2023-18-27118:42:12 3422 [J0F9] Serverid: Hodok

__I

| 2022:10-271718,36:12.3452 |INF5] Sorrsiationtd: 169.4ys

|| 2623-10-27710:45:12 3452 |10F0| Ressage: Prooess suocesefully esecuted.
| |
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METRICS (PROMETHEUS) i METRICS
1 (PROMETHEUS)
b Built-in metrics for health
o 8 (bizfirst_health_check_status),
= throughput, and node
» _ AAYAA 8 queue depths.
1508 1500 1886 1680 1200 1600 1590
- lincuglpot sphess - Bufitst rashk cheot stsha)) — heslih scoce
! — Iheuglipet and vede geece — rods gueue depths
= LE &N — ﬂ
" STRUCTURED LOGS (GRAFANA LOKI) :

e——— STRUCTURED LOGS

(GRAFANA LOKI)

Automatic enrichment with
~ Tenantld, Serverld, and
~  Correlationld for instant
forensics.
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‘[ VALUE: Resolve production incidents in seconds without redeploying or combing through isolated container logs. ]'
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PROTOCOL EVOLUTION MATRIX

, j l I
CAPABILITY F ANCP MESH REST APIS gRPC | SERXIS(:.ﬁg;ESH
NATIVE STREAMING (SSE) v YES Clunky Yes ‘ Yes
BUILT-IN MULTI-TENANCY (Pr(:;)chEI?evel) No \[o} Complex RBAC
|
v’ NATIVE Custom | Custom
AGENTIC CONTEXT (METADATA) EXTENSIONS A e { 4 b \[o
_____ o | :
v NO L‘_.__ S — Yes
R (<5MB footprint) =Nog e . | (~100MB Envoy)
b | |
TRANSPORT AGNOSTIC v Fixed l Fixed | = | Fixed
| AUTO-NEGOTIATES |
L. )




THE BACKBONE OF THE BIZFIRSTAI ECOSYSTEM

ATLAS FORMSTUDIO

Submissions securely trigger Al
workflows via ANCP Fire-and-
Forget patterns.

( FLOWSTUDIO

Visual nodes execute commands
seamlessly over ANCP to backend

process engines.
|

i J
{ OCTOPUS (Al ENGINE) EDGESTREAM
Multi-step reasoning agents Messages and real-time state
communicate with other tools utilizing changes broadcast out to React Uls
ANCP's native MCP integration. seamlessly via ANCP streams.

CONCLUSION: ANCP isn’t just a theoretical protocol; it is the production-ready
infrastructure powering 100M+ operations across 17 integrated modules.




THE NEW STANDARD FOR
ENTERPRISE Al INFRASTRUCTURE
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SCALE

Proven multi-tenant
architecture designed to
orchestrate thousands of
concurrent, long-running

agentic workflows.
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SPEED

Sub-millisecond routing,
native SSE streaming,
and in-process mesh

execution eliminate

Infrastructure overhead.
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F SECURITY

Zero-trust by design. DID
identity proofs, 4-layer

————— authorization, and

cryptographically verified

5 audit trails.
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Stop building intelligent agents on legacy pipes.
Deploy the Intelligent Neural Mesh.

BizFirstAi.com | Documentation: docs.bizfirst.ai/ancp
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