" " BizFirstAi

DataOcean

The Enterprise Data Platform
Powering the BizFirstAi Ecosystem.

STATUS: PRODUCTION-READY | ARCHITECTURE: MULTI-TENANT | SCALE: ENTERPRISE




THE DATA PLATFORM DIAGNOSTIC
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THE SINGLE SOURCE OF TRUTH

FormMaker & FlowStudio

Stores dynamic JSON schemas,
89+ control types, and complex
workflow execution paths.

Y

DataOcean

MarketHub & Passport

—=  Manages white-label marketplace

packages and Enterprise |AM
identity states.
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ANCP

———= Persists Al agent conversation
history and multi-step reasoning

context.

Unified backend for 1000+ documented platform capabilities.




THE EVENT-DRIVEN RIPPLE

Observability

2 Pushes real-time metrics to
OpenTelemetry and Grafana Loki
dashboards.

EdgeStream (Messaging) » ANCP (Al Agents)

Triggers sub-100ms pub/sub _ | S Wakes reasoning agents via
message orchestration across fire-and-forget or streaming
14 specialized packages. Database patterns to evaluate the new data.

Row Update

Zero Data Loss: Every drop
In the ocean is captured,
routed, and audited instantly.
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ANATOMY OF AN OCEAN
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605+ Tables 1,200+ Foreign Keys ,}5 2,500+ Indexe “>| 12,000+ Columns
)

|dentity-based clustering. Referential integrity across

Optimized for sub-100ms |\ Comprehensive data
the entire ecosystem.

uerv performance. D modeling for 48 logical
ol ' domains.

A

Not just a database—a highly normalized, ACID-compliant relational matrix
designed for high-volume SaaS operations.




THE FOUR PILLARS OF THE SCHEMA
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FORMS & WORKFLOW & Al & OPERATIONS &
ATLAS PROCESS ORCHESTRATION SECURITY
Storing dynamic form Defining 60+ node types, Managing AlAgent Housing the
definitions, styling execution traces, and interactions, LLM SecurityAuditLog,
decorations, and ProcessElementExecuti provider abstraction, tenant quotas, and
millions of ons and multi-channel webhook delivery logs.
FormDataRecords. message queues.
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THE STANDARDIZED TABLE ANATOMY

TABLE BLUEPRINT (STANDARD SCHEMA)

SECTOR 1: BUSINESS LOGIC o _! G
The dynamic payload (JSON schemas, user — i — — -
data, workflow definitions). - | - i —

SECTOR 2: SYSTEM COLUMNS ¢ Tenantld | [ Deleted
Emphasizing TenantlD (mandatory for

isolation) and Deleted (The Soft Delete
Pattern).

SECTOR 3: AUDIT COLUMNS CreatedOn | ' LastModifiedOn B RowVersion

Highlighting CreatedOn, LastModifiedOn, ()] 2021-01-1210:56 AM || |(D)] 2021-01-12 4| 2021-01-12
and EF Core's RowVersion for optimistic |
concurrency.

Q THE SOFT DELETE PATTERN: Data is never hard-deleted. ‘WHERE Deleted = 0’
preserves historical context for GDPR, HIPAA, and SOX compliance.




The Tenant Vault; Multi-Tenant Isolation

100% Logical Data Isolation

S = ( 7 r; H. = f = TenantID acts as a horizontal security
1A B A Rl I R LN R W Bl B boundary across every single table.
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/ ' k L xh__ P '@ kh_ o Esse‘ntlal for SaaS builders and ISVs
e e R e I running B2B2C platforms.
y Ten antiD 1
— : | —_— .
! | Extreme Scale
o [l st = ‘ | %] =] | Architected to support 100k+
EY S BV Y B S BEY S B concurrent tenants smoothly.

Regulatory Compliance
Supports data residency regulations,
independent scaling, and tenant-
specific configurations.




ACTIVE SECURITY: THE RLS SIEVE

UNFILTERED DATA STREAM
STATUS: RAW INPUT | VOLUME: HIGH
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FILTERED TENANT DATA
STATUS: SECURED | ACCESS GRANTED

ROW-LEVEL SECURITY (RLS)

Every query automatically injects
WHERE TenantID = @CurrentTenantID.

PROCESSSECURITY

A 4-layer, sub-millisecond authorization
system (Tenant -> Process -> Node ->

Element) enforcing fail-closed semantics.

IMMUTABLE AUDIT TRAILS

Permanent logging of all access
decisions, providing complete
forensic capability.
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Operational Telemetry & SLAS

Single Record | ~ User Permission |
Lookup | /J// Check [
Primary key hash \ 95% / Intelligent caching |

_I_ ) . e - —

Workflow Execution Trace
Execution ID index

Complex Join (5-10 tables)
Optimized via 2,500+ indexes

|
Y ‘ |
‘ | Multi-level caching (Redis, in-memory) and robust indexing guarantees sub-100ms query response times on common operations. | |-
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Future-Proof Scaling Diagnostics

Year 1: Horizontal Scaling

Multi-Instance SQL DB

100K executions/day

S T

Distributes load across servers while
maintaining multi-tenant isolation.

Year 2: Read Replicas & Archival

Always-On Availability Groups

- Analytics
anary} @ Route
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Secondary % Date

Partitioning

A N

1M executions/day

— N

Routes analytics and reporting queries
to secondary instances; partitions
tables by date.
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' Year 3+: Federated Multi-Region

|

Distributed Kafka Sync

Global Shards

MEL

Vs ~  TimeSeries DB e

10M+ executions/day

A = e

Time-series databases for metrics; local
registry shards for global data residency.

N T

o ——

l 4

7
&

)




The Unified Intelligence Flywheel
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7 A user submits an Atlas Form | DataOcean is not a static The form data triggers a real-time
(Data point captured). repository. It is the active FlowStudio Workflow via EdgeStream.
memory of an autonomous,
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The Agent writes its decisions and The workflow tasks an Al Agent via
conversation history securely back ANCP for reasoning or anomaly

into DataOcean. detection.




